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Abstract

Avrticle History

The threat of biological terrorism and the accidental release of dangerous pathogens represent
a persistent and evolving challenge to global security and public health. This comprehensive
review examines the multifaceted legal and operational frameworks designed to prevent,
prepare for, and respond to biological threats. The analysis begins at the international level,
exploring the foundational role of the Biological Weapons Convention (BWC), the enforcement
potential of the United Nations Security Council, and the public health guidance of the World
Health Organization's International Health Regulations (IHR). The review then delves into the
national framework, using the United States as a primary case study, to detail the complex web
of criminal laws, select agent regulations, and key preparedness legislation that form the
backbone of domestic biosecurity. The operational response architecture is scrutinized,
covering surveillance systems, the Incident Command System (ICS), medical countermeasure
distribution, and the unique challenges of law enforcement attribution. Finally, the review
identifies critical gaps and emerging challenges, including the governance of dual-use research,
the convergence of cyber and biosecurity threats, and the implications of synthetic biology. The
paper concludes that while a robust framework exists, it requires continuous adaptation to
address the accelerating pace of scientific and technological change, necessitating enhanced
international cooperation, sustained investment in public health infrastructure, and agile legal
and policy mechanisms.
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1.0 INTRODUCTION

The intentional or accidental release of a biological agent poses
a catastrophic threat that blurs the lines between national 2000). The spectrum of biological threats is broad,
security, public health, and law enforcement. Unlike encompassing state-sponsored biological weapons programs,
conventional or even chemical weapons, biological weapons
offer a potential for mass disruption and casualties laboratory accidents.

disproportionate to their physical size and cost, earning them
the grim moniker of the "poor man's nuclear weapon" (Tucker,

bioterrorism by non-state actors, and high-consequence
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The characteristics of biological agents—including their
invisibility, delayed effects, and potential for secondary
transmission—create unique challenges. An attack may be
covert, with no immediate signature, and first recognized by
healthcare providers noticing an unusual pattern of disease days
or weeks later (Khan, 2011). This latency period complicates
attribution, response, and containment. The COVID-19
pandemic, while not an act of bioterrorism, served as a stark
real-world stress test for national and international response
systems, exposing wulnerabilities in supply chains, public
health communication, and legal authorities for quarantine and
social distancing (Gostin et al., 2020; Egbuna, 2022).

This review argues that an effective strategy against biological
threats requires a seamless integration of prevention (strong
legal and regulatory frameworks), preparedness (robust public
health and emergency response systems), and response
(coordinated, multi-agency action). The following sections
deconstruct the intricate legal and operational architectures
built to achieve this integration, analyzing their strengths,
weaknesses, and areas for future evolution.

2.0 THE INTERNATIONAL LEGAL FRAMEWORKS

2.1. The Biological Weapons Convention (BWC):
Cornerstone of International Law
The principal international legal instrument prohibiting

biological warfare is the 1972 Convention on the Prohibition of
the Development, Production and  Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on Their
Destruction, commonly known as the Biological Weapons
Convention (BWC). With 183 States Parties as of 2023, it
embodies the global norm against the use of disease as a
weapon (lheukwumere et al., 2025a; Iheukwumere et al.,
2025b; Iheukwumere et al., 2025c).

Core Obligations: The BWC’s strength lies in its
comprehensive prohibitions. Article 1 obligates states never to
"develop, produce, stockpile, or otherwise acquire or retain"
biological agents or toxins of "types and in quantities that have
no justification for prophylactic, protective or other peaceful
purposes.” It also prohibits weapons and means of delivery
designed to use such agents for hostile purposes (BWC, 1972).

Critical Weaknesses: Verification and Compliance. Unlike the
Chemical Weapons Convention, the BWC lacks a formal
verification protocol or an international monitoring
organization like the OPCW. Efforts to negotiate a compliance
protocol collapsed in 2001, primarily due to U.S. opposition
citing concerns over protecting confidential business
information and national security (Littlewood, 2005).
Consequently, the BWC relies on a patchwork of confidence-
building measures (CBMs), where states voluntarily share
information on research facilities, publications, and disease
outbreaks. This lack of a robust verification mechanism is
widely considered the treaty's most significant flaw, leaving it
unable to authoritatively investigate allegations of non-
compliance (Rissanen, 2001).

Review Conferences: The BWC's implementation is reviewed
at quinquennial meetings. These conferences struggle to make
substantive progress, often becoming mired in geopolitical
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disputes. However, they remain a crucial forum for discussing
emerging threats like synthetic biology and for maintaining
political focus on the bioweapons taboo (Revill and Dando,
2016; Iheukwumere et al., 2025d; Iheukwumere et al., 2025¢;
Iheukwumere et al., 2025f).

2.2. The Role of the United Nations Security Council
(UNSC)

The United Nations Security Council plays a critical, albeit
reactive, role in the international legal framework against
bioterrorism. Its authority stems from Chapter VI1I of the UN
Charter, which allows it to make binding decisions to address
threats to international peace and security.

UNSC Resolution 1540 (2004): This landmark resolution is a
cornerstone of the non-proliferation legal architecture. It
obligates all UN Member States to:

v' Refrain from supporting non-state actors seeking
WMDs.

v/ Adopt and enforce "appropriate effective laws" to
prohibit non-state actors from developing, acquiring,
or using nuclear, chemical, or biological weapons.

v" Establish domestic controls to secure related materials
and prevent their illicit trafficking (UNSC, 2004).

Resolution 1540 is significant because it legally binds all states
to enact and enforce stringent biosecurity measures at the
national level, effectively translating the BWC's state-centric
obligations into a requirement to prevent non-state actor
proliferation. The 1540 Committee  monitors its
implementation, though its capacity is limited.

Enforcement and Investigation: The UNSC has the authority
to mandate investigations into alleged uses of biological
weapons. Historical examples include the investigations of
alleged biological weapons use in the Soviet-Afghan War and
during the Rhodesian conflict. However, such investigations
are highly politicized and require consensus or at least a lack of
veto from the P5 members, which is often elusive (Meselson
and Robinson, 2020; Iheukwumere et al., 2025¢; Iheukwumere
et al., 2025h; Iheukwumere et al., 2025i).

2.3. The World Health Organization (WHO) and
International Health Regulations (IHR)

While the BWC and UNSC focus on the security prevention of
malicious use, the World Health Organization (WHO) focuses
on the public health preparedness and response to any high-
consequence biological event, whether natural or intentional.
The International Health Regulations (IHR 2005): The IHR are
a legally binding instrument of international law that aims to
"prevent, protect against, control, and provide a public health
response to the international spread of disease" (WHO, 2005;
Iheukwumere et al., 2025j; Iheukwumere et al., 2025k).

Key components include:

v/ Core Capacity Requirements: States Parties are
required to develop and maintain minimum core
capabilities for surveillance, detection, reporting, and
response.

v Notification: Countries must assess public health
events and notify the WHO of all events that may
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constitute a "Public Health Emergency of
International Concern™ (PHEIC) within 24 hours.
v" WHO's Authority: The WHO Director-General can
declare a PHEIC and issue  temporary
recommendations to states.

Bridging Security and Health: The IHR are critical for
biosecurity because an outbreak caused by a bioterrorism event
would be managed through the same public health channels as
a natural pandemic. Strong IHR compliance enhances global
capacity to detect and contain a biological attack early.
However, the IHR have faced criticism for their lack of
enforcement mechanisms; there are no significant penalties for
states that fail to build capacities or that delay reporting
outbreaks, as was evident in the early stages of COVID-19
(Fidler, 2020; Egbuna, 2022; lheukwumere et al., 2025,
Ekechukwu et al., 2025a; Ekechukwu et al., 2025b).

3.0 THE NATIONAL LEGAL FRAMEWORKS (U.S. in
FOCUS)

The United States possesses one of the world's most developed
national biosecurity legal architectures, serving as a detailed
model for analysis.

3.1. Criminal Statutes and the Model State Emergency
Health Powers Act

Federal Criminal Law: Several statutes criminalize acts of
bioterrorism. The most important is the Antiterrorism and
Effective Death Penalty Act of 1996 (AEDPA), which made it
a federal crime to threaten, attempt, or use a "weapon of mass
destruction” (including biological weapons) against a U.S.
national or within the U.S. (18 U.S.C. § 2332a).

Other relevant laws include the Biological Weapons Anti-
Terrorism Act of 1989, which implemented the BWC into U.S.
law, criminalizing the development, production, or possession
of a biological agent for use as a weapon (18 U.S.C. § 175).

The Model State Emergency Health Powers Act (MSEHPA):
Following the 9/11 and anthrax attacks in 2001, there was a
recognized need to modernize often antiquated state public
health laws. The Centers for Disease Control and Prevention
(CDC) tasked legal experts with drafting the MSEHPA to grant
state officials clear authority during a public health emergency.

Key provisions include:

v Reporting: Mandating reporting of diseases and health
events.

v' Data Sharing: Facilitating sharing of health data.

v/ Management Powers: Granting powers to manage
property, dispose of corpses, and control healthcare
supplies.

v' Measures for Containment: Authority to vaccinate,
treat, isolate, and quarantine individuals (Gostin et al.,
2002; Ekechukwu et al., 2025c; Dim et al., 2025g;
Dim et al., 2025b).

The MSEHPA was controversial, with debates centering on the
balance between collective safety and individual liberties.
While no state adopted it wholesale, its principles influenced
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public health law reform in over 40 states, significantly
enhancing preparedness (Hodge, 2006).

3.2. Select Agent Regulations: Governing Dangerous
Pathogens

A primary pillar of U.S. biosecurity is the Select Agent
Regulations (SAR), administered jointly by the CDC and the
USDA's Animal and Plant Health Inspection Service (APHIS).
These regulations govern the possession, use, and transfer of
biological agents and toxins (HHS and USDA Select Agents
and Toxins) deemed to pose a severe threat to public, animal,
or plant health (Mtewa & Egbuna, 2021; Dim et al., 2025c; lke
et al., 20253; lke et al., 2025b).

Key Requirements: Entities working with Select Agents must:

v Register with the federal government.

v Conduct rigorous background checks on personnel
(including a Security Risk Assessment by the FBI).

v" Implement stringent physical security (e.g., access
controls, alarms) and biosafety (e.g., BSL-3/4 labs)
measures.

v/ Maintain detailed inventory records and report any
theft, loss, or release immediately (42 C.F.R. Part 73).

v’ Effectiveness and Critique: The SAR has successfully
created a culture of accountability and security around
the most dangerous pathogens. However, they are also
criticized for being overly burdensome and costly,
potentially stifling legitimate research. Furthermore,
the regulations focus on a known list of agents,
creating a "pathogen of the month™ problem where
emerging or engineered threats may fall outside the
regulated list (Salerno and Koelmeyer, 2019; Ike et al.,
2025c; ke et al., 2025d).

3.3. Key Legislation: PATRIOT Act, Bioterrorism Act, and
PAHPA

Several major pieces of legislation have shaped the modern
U.S. biosecurity landscape.

USA PATRIOT Act (2001): Beyond its broader
counterterrorism scope, the PATRIOT Act specifically
criminalized the possession of a Select Agent for use as a
weapon and restricted access for certain individuals ("restricted
persons™) including felons, fugitives, and aliens unlawfully in
the U.S.

Public Health Security and Bioterrorism Preparedness and
Response Act (2002) (*'Bioterrorism Act™): This act was a
direct response to the 2001 anthrax attacks. It mandated the
creation of the Select Agent Regulations, bolstered food and
water security, and accelerated the development of medical
countermeasures.

Pandemic and All-Hazards Preparedness Act (PAHPA
2006, reauthorized 2019): This is the cornerstone of U.S.
public health emergency preparedness. It led to the creation of
the Assistant Secretary for Preparedness and Response (ASPR)
within  HHS and formalized the Biomedical Advanced
Research and Development Authority (BARDA), which
partners with the private sector to develop and stockpile
vaccines, drugs, and diagnostics. PAHPA emphasizes an "all-
hazards" approach, building capabilities that are effective
against a range of threats, including biological attacks (Lurie et
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al., 2013; Ike et al., 2025e; Ugwu et al., 2025a; Ugwu et al.,
2025b; Amadi et al., 2017).

4.0 THE RESPONSE FRAMEWORK

When prevention fails, a coordinated response is critical. The
U.S. response is a multi-agency effort guided by the National
Response Framework (NRF), and the National Incident
Management System (NIMS).

4.1. Detection, Surveillance, and Diagnosis

Early detection is paramount. Systems include:

BioWatch: A DHS-led environmental monitoring program that
uses air samplers in over 30 cities to detect the presence of
aerosolized biological agents. Its utility and cost-effectiveness
have been subjects of debate (Shea, 2012; Nwike et al., 2017;
Ekesiobi et al., 2025).

BioSense/Syndromic Surveillance: CDC-led systems that
collect real-time electronic health data (e.g., emergency room
visits, pharmacy sales) to identify unusual patterns that might
signal an outbreak.

Laboratory Response Network (LRN): A tiered network of
local, state, federal, and international labs (managed by CDC
and FBI) that can rapidly test and confirm the identity of
biological threat agents, ensuring standardized procedures and
secure information sharing (Khan, 2011).

4.2. The Incident Command System (ICS) and National
Response Framework (NRF)
The response is structured to ensure interoperability between
agencies.
Incident Command System (ICS): A standardized, on-scene,
all-hazards management system. For a biological incident, the
"Unified Command" would likely include representatives from
public health (lead for consequence management), law
enforcement (lead for criminal investigation), and emergency
management.
National Response Framework (NRF): The NRF outlines
how the federal government assists state and local governments
during a disaster. It establishes Emergency Support Functions
(ESFs). For a biological incident, key ESFs include:

v Public Health and Medical Services (led by HHS).

v’ Public Safety and Security (led by DOJ/FBI). External

Affairs (emergency communications) (FEMA, 2019).

This structure ensures that the public health response (medical
care, containment) is integrated with the law enforcement
response (crime scene investigation, attribution) from the
outset.

4.3. Medical Countermeasures: PREP Act and Strategic
National Stockpile

A key response element is deploying medical countermeasures
(MCMs)—vaccines, drugs, diagnostics.

Strategic National Stockpile (SNS): Managed by CDC, the
SNS is a national repository of antibiotics, antitoxins, vaccines,
and medical supplies that can be deployed to any U.S. location
within hours to supplement state and local resources during a
large-scale emergency.

Public Readiness and Emergency Preparedness (PREP) Act
(2005): This act is crucial for enabling response. It provides
liability immunity to manufacturers, distributors, and
healthcare providers administering MCMs during a declared
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public health emergency. This protection is essential for
encouraging the rapid development and deployment of
countermeasures (HHS, 2020).

4.4. Law Enforcement and Forensic Investigation

A biological attack is both a public health disaster and a crime
scene. The FBI is the designated lead agency for the crisis
management (criminal investigation) aspect. Its unique
challenge is microbial forensics—the scientific discipline
dedicated to analyzing evidence from a bioterrorism act to
identify the source agent and its origin (bud, manufacture
method) to support attribution and criminal prosecution
(Budowle et al., 2011). This requires close collaboration with
the public health community to collect and analyze samples
without compromising patient care or evidence integrity.

5.0 CRITICAL ANALYSIS: GAPS AND CHALLENGES
Despite a robust framework, significant challenges persist.

5.1. Dual-Use Research of Concern (DURC) and Gain-of-
Function (GoF)

DURC is life sciences research that, while conducted for
legitimate benefits, could be misapplied to pose a threat. A
subset, Gain-of-Function (GoF) research, involves experiments
that can enhance the pathogenicity or transmissibility of
potential pandemic pathogens (PPPs). While valuable for
understanding viral evolution and developing countermeasures,
such research inherently raises biosafety and biosecurity risks
(Imperiale and Casadevall, 2015). The U.S. government has a
DURC policy framework, but oversight is complex, and
international consensus on governing this research is lacking,
creating potential global security vulnerabilities.

5.2. Cybersecurity and Biosecurity Convergence

Modern biological research is digital. Gene sequences are
stored in the cloud, and synthetic DNA is ordered online. This
creates new attack vectors: a cyber-attack could steal sensitive
Select Agent data, manipulate DNA synthesis orders to create
a dangerous pathogen, or disrupt the control systems of a high-
containment lab (Millett, Fischbach and Koizumi, 2019).
Biosecurity policies must evolve to address this cyber-
biosecurity convergence, requiring collaboration between
biologists, cybersecurity experts, and policymakers.

5.3. Synthetic Biology and the Democratization of Threat
The rapidly falling cost and increasing accessibility of gene
synthesis and editing tools (e.g., CRISPR) are “democratizing"
the ability to manipulate biology. While this has immense
benefits, it also lowers the technical barrier for malicious actors
to engineer pathogens. Current regulatory frameworks, like the
Select Agent Rules, are based on lists of known pathogens and
are ill-equipped to address the threat of engineered or novel
agents (National Academies of Sciences, Engineering, and
Medicine, 2018). A more flexible, threat-based (rather than
agent-based) approach may be needed.

6.0 CONCLUSION AND FUTURE DIRECTIONS

The legal and operational frameworks for addressing biological
threats are extensive and multifaceted, spanning international
treaties, national criminal law, public health regulations, and
emergency response systems. The U.S., in particular, has built
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a sophisticated, if complex, architecture since 2001. Core
strengths include the norm against biological weapons
embodied in the BWC, the binding non-proliferation mandate
of UNSCR 1540, the stringent control of pathogens via the
Select Agent Regulations, and the integrated all-hazards
response structure of the NRF.

However, the system faces profound challenges. The
international regime is hampered by a lack of verification and
enforcement mechanisms. Domestically, regulations struggle to
keep pace with rapid technological change in synthetic biology
and cyber-biosecurity. The governance of dual-use research
remains contentious.

Future efforts must focus on:

1. Reinvigorating International Cooperation: Finding pragmatic
pathways to strengthen the BWC, even without a full
verification protocol, and improving IHR compliance.

2. Adopting Agile Governance: Developing policies that are
proactive and threat-based rather than reactive and agent-
list-based to address emerging technologies.

3. Sustaining Investment: Ensuring long-term funding for
public health infrastructure, the SNS, and advanced
development platforms like BARDA to maintain
preparedness.

4. Fostering Convergence: Building bridges between the life
sciences, cybersecurity, law enforcement, and intelligence
communities to address hybrid threats.

The biological threat landscape is not static; neither can our
defenses be. A continuous process of legal, technical, and
strategic adaptation is the price of security in the age of
biotechnology.
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