1

Available: https://doi.org/10.54117/exm7zj68

Review article

IPS Journal of Law and Humanities
IPS J. Law Humanit., 1(1): 13-18 (2025)
DOI: https://doi.org/10.54117/exm7zj68

Regulation of Microbial Research: Ethics, Safety, and Legal

Considerations

Nwakoby, I. P.1, Iheukwumere, I. H.2, Iheukwumere, C. M.3, Nwakoby, N. E.2, Idigo, M. A*

and lke, V. E.®

Department of Private and Public Law, Faculty of Law, Chukwuemeka Odumegwu Ojukwu University, Anambra State, Nigeria.
2Department of Microbiology, Faculty of Natural Sciences, Chukwuemeka Odumegwu Ojukwu University, Anambra State, Nigeria.
3Department of Applied Microbiology & Brewing, Faculty of Biosciences, Nnamdi Azikiwe University, Awka, Anambra State, Nigeria.
“Department of Biological Sciences, Faculty of Natural Science, Chukwuemeka Odumegwu Ojukwu University, Anambra State, Nigeria.
SDepartment of Microbiology, University of Agriculture and Environmental Sciences, Umuagwo, Imo State, Nigeria.

Corresponding authors’ emails: ip.nwakoby@-coou.edu.ng / ik.iheukwumere@coou.edu.ng

Abstract

Avrticle History

Microbial research is a cornerstone of modern science, driving advancements in medicine, agriculture,
industrial biotechnology, and fundamental biology. However, the power to manipulate microorganisms,
especially pathogens, carries inherent risks of accidental release or deliberate misuse. This comprehensive
review examines the multifaceted regulatory landscape governing microbial research, integrating the
ethical imperatives, biosafety protocols, and legal frameworks that have evolved to mitigate these risks.
We begin by tracing the historical context, from the advent of genetic engineering to contemporary gain-
of-function research controversies. The paper then dissects the three core pillars of regulation: the ethical
principles of beneficence, non-maleficence, and justice that guide responsible conduct; the detailed
biosafety levels (BSL-1 to BSL-4) and biosecurity measures designed to protect researchers, the public,
and the environment; and the complex legal and policy instruments enacted at national and international
levels. Significant attention is paid to "Dual-Use Research of Concern” (DURC), outlining the ongoing
challenge of managing knowledge that could be used for both benevolent and harmful purposes. The
review also explores emerging issues, including the regulation of gene drive systems, synthetic biology,
and the rise of do-it-yourself (DIY) biology. Finally, we discuss future directions, emphasizing the need
for adaptable, globally harmonized frameworks that can keep pace with rapid scientific innovation while
safeguarding humanity. This analysis concludes that effective regulation is not a barrier to science but a
necessary foundation for its sustainable and trustworthy progress.
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INTRODUCTION

The study of microorganisms has yielded some of humanity's
greatest public health triumphs, including vaccines, antibiotics,
and sophisticated diagnostic tools. The field of microbial
genomics and genetic engineering promises further
breakthroughs in personalized medicine, sustainable energy
production, and environmental remediation (Casadevall and
Relman, 2010; Iheukwumere et al., 2025a; Iheukwumere et al.,
2025b; lheukwumere et al., 2025c¢). However, this same power
to manipulate life at a fundamental level introduces profound
responsibilities. The potential for laboratory-acquired
infections, the accidental release of genetically modified
organisms into the environment, and the deliberate misuse of
scientific knowledge and materials to cause harm
(bioterrorism/biowarfare) are risks that cannot be ignored
(National Research Council, 2004; Iheukwumere et al., 2025d;
Iheukwumere et al., 2025e).

The regulation of microbial research is, therefore, not an
optional add-on but an integral component of the scientific
process itself. It represents a societal commitment to harnessing
the benefits of science while proactively minimizing its
associated risks. This regulatory ecosystem is built upon three
interdependent pillars:

1. Ethics: The moral principles that guide decision-making
and ensure research is conducted with integrity, respect
for life, and a primary concern for the well-being of
humanity (Iheukwumere et al., 2025f).

2. Safety: The practical measures and containment
procedures implemented to protect laboratory personnel,
the public, and the environment from accidental exposure
to hazardous microbes.
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3. Law: The national and international rules, policies, and
treaties that codify requirements, assign responsibilities,
and provide mechanisms for oversight and enforcement.

This review will provide a comprehensive analysis of these
three pillars, exploring their historical development, current
implementations, and the challenges posed by emerging
technologies.

2. HISTORICAL CONTEXT AND THE EVOLUTION OF
OVERSIGHT

The modern era of microbial research regulation began in the
1970s with the development of recombinant DNA (rDNA)
technology. The ability to splice genes from one organism into
another sparked widespread concern among scientists
themselves about potential unforeseen risks, such as creating
new pathogens or disrupting ecosystems (lheukwumere et al.,
2025¢; Iheukwumere et al., 2025h; lheukwumere et al., 2025i).

This led to the famous Asilomar Conference of 1975, where
scientists, lawyers, and physicians gathered to discuss the
potential biohazards and to develop voluntary guidelines for
rDNA research (Berg et al., 1975). The Asilomar Conference
was a landmark event in scientific self-governance, establishing
the precedent that scientists have a proactive duty to consider
and mitigate the risks of their work. Its outcome was the
creation of the National Institutes of Health (NIH) Recombinant
DNA Advisory Committee (RAC), which developed the first
formal set of guidelines for federally funded rDNA research in
the United States (NIH, 1976).

Subsequent events, including the anthrax attacks of 2001 in the
United States, heightened concerns about biosecurity. This led
to a shift from a primary focus on biosafety (accidental risk) to
an increased emphasis on biosecurity (deliberate misuse),
resulting in new regulations such as the USA PATRIOT Act
and the Select Agent Rules, which govern the possession, use,
and transfer of specific high-consequence pathogens and toxins
(U.S. Congress, 2001).

More recently, debates over Gain-of-Function (GOF) Research
of Concern—specifically experiments that enhance the
pathogenicity or transmissibility of potential pandemic
pathogens (PPPs)—have reignited global discussion about the
balance between scientific freedom and security (Imperiale &
Casadevall, 2015; Iheukwumere et al., 2025j; lheukwumere et
al., 2025k; Iheukwumere et al., 2025l). These historical
milestones demonstrate an evolving and increasingly complex
regulatory landscape.

3. THE ETHICAL PILLAR: GUIDING PRINCIPLES
FOR RESPONSIBLE SCIENCE

Ethical considerations form the philosophical foundation for all
regulations governing microbial research. Several core
principles are paramount:

Beneficence and Non-Maleficence: The obligation to
maximize benefits and minimize harm. In microbial research,
this translates to a duty to pursue knowledge that can improve
human and animal health (e.g., developing vaccines) while

Review article

rigorously assessing and mitigating the risks of the research
itself (Weigel & Miller, 2013).

Justice: The fair distribution of the benefits and burdens of
research. This includes ensuring that communities bearing the
risks of a research facility (e.g., a BSL-4 lab) also share in its
benefits, and that powerful technologies are accessible to
developing nations, not just wealthy ones.

Scientific Integrity and Transparency: The commitment to
honesty, accuracy, and objectivity in conducting and reporting
research. This is essential for maintaining public trust and for
the self-correcting nature of science.

Stewardship and Responsibility: Scientists have a duty to
consider the long-term implications of their work for future
generations and the global ecosystem. This involves asking not
only "can we do this?" but also "should we do this?" (Jonas,
1984).

Dual-Use Dilemma: Researchers have an ethical obligation to
consider the potential for their work to be misused. This
requires a conscious assessment of the dual-use potential at the
project design stage and a commitment to responsible
communication of findings (National Research Council, 2004).

Institutional Review Boards (IRBs) and Institutional Biosafety
Committees (IBCs) are the primary bodies tasked with ensuring
these principles are upheld at the local level for funded
research.

4. THE SAFETY PILLAR:
BIOSECURITY IN PRACTICE
The practical application of ethical principles occurs through
rigorous biosafety and biosecurity protocols.

BIOSAFETY AND

4.1 BIOSAFETY: PROTECTING PEOPLE AND THE
ENVIRONMENT

Biosafety aims to reduce the risk of accidental exposure to or
release of pathogens. The cornerstone of biosafety is the
concept of risk assessment, which determines the appropriate
combination of containment levels, laboratory practices, and
safety equipment (Ekechukwu et al., 2025a; Ekechukwu et al.,
2025b). This is formalized into four Biosafety Levels (BSL-1
to BSL-4):

BSL-1: For work with well-characterized agents not known to
cause disease in healthy humans (e.g., E. coli K-12). Standard
microbial practices are sufficient (Ekechukwu et al., 2025c;
Dim et al., 2025a; Dim et al., 2025b).

BSL-2: For work with moderate-risk agents that cause human
disease of varying severity by percutaneous or mucosal
exposure (e.g., Staphylococcus aureus, Hepatitis B virus).
Requires enhanced practices, biohazard warning signs, and
Class | or Il Biological Safety Cabinets (BSCs) (Dim et al.,
2025c; Ike et al., 2025a; Ike et al., 2025b).

BSL-3: For work with indigenous or exotic agents that may
cause serious or potentially lethal disease via aerosol
transmission (e.g., Mycobacterium tuberculosis, SARS-CoV-2)
(Ike et al., 2025c; Ike et al., 2025d). Requires controlled lab
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access, stringent respiratory protection, specialized ventilation
(negative air pressure), and all procedures performed in Class
11 BSCs.

BSL-4: For work with dangerous and exotic agents that pose a
high individual risk of life-threatening disease, which may be
transmitted via the aerosol route and for which there a re no
available vaccines or treatments (e.g., Ebola virus, Marburg
virus). Requires maximum containment: a separate building or
zone, positive-pressure personnel suits, and Class Il BSCs
(CDC & NIH, 2020; Ike et al., 2025e; Ugwu et al., 20253).

These protocols are detailed in foundational texts like the
CDC/NIH’s "Biosafety in Microbiological and Biomedical
Laboratories" (BMBL).

4.2 Biosecurity: Preventing Deliberate Misuse

While biosafety is about accidental risk, biosecurity is about
intentional misuse. It encompasses the protection, control, and
accountability of biological materials to prevent their
unauthorized access, loss, theft, misuse, diversion, or
intentional release (WHO, 2006). Key measures include:

Physical Security: Locks, access control systems, and alarms
for laboratories and storage facilities.

Personnel Reliability: Background checks, vetting procedures,
and ongoing assessments for staff with access to sensitive
materials.

Accountability: Meticulous inventory management of "Select
Agents" and other high-consequence pathogens (Nwike et al.,
2017; Ugwu et al., 2025b; Ekesiobi et al., 2025).

Information Security: Guidelines for the communication and
publication of sensitive research information (e.g., details that
could enable the reconstitution of a eradicated virus).

The interplay between biosafety and biosecurity is critical; a
strong biosafety culture promotes vigilance that enhances
overall security.

5. THE LEGAL PILLAR: NATIONAL AND
INTERNATIONAL FRAMEWORKS

Ethical principles and safety protocols are codified and
enforced through a complex web of laws, regulations, and
guidelines.

5.1 International Frameworks

The Biological Weapons Convention (BWC) (1972): This
key international treaty prohibits the development, production,
acquisition, transfer, stockpiling, and use of biological and
toxin weapons. It represents a fundamental global norm against
biological warfare. However, its effectiveness is limited by a
lack of formal verification protocols (Revill and Jefferson,
2014).

The Cartagena Protocol on Biosafety (2000): An agreement
under the Convention on Biological Diversity (CBD) focusing
on the transboundary movement of Living Modified Organisms
(LMOs) resulting from biotechnology that may have adverse
effects on biological diversity. It operates under the
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"precautionary principle” (Secretariat of the Convention on
Biological Diversity, 2000).

World Health Organization (WHO) Guidelines: The WHO
provides non-binding but highly influential guidance, such as
the Laboratory Biosafety Manual and Biorisk Management:
Laboratory Biosecurity Guidance, which help harmonize
practices globally (WHO, 2004; 2006).

5.2 National Frameworks: The United States as an Example
The U.S. employs a decentralized but overlapping system of
regulation:

NIH Guidelines for Research Involving Recombinant or
Synthetic Nucleic Acid Molecules: Mandatory for all NIH-
funded research and widely adopted as a standard by other
institutions and funding bodies. Oversight is provided by
Institutional Biosafety Committees (IBCs) (NIH, 2019).

Select Agent Regulations (SAR): Administered by the CDC
and the USDA, these regulations strictly govern the possession,
use, and transfer of a specific list of HHS and Overlap agents
(e.g., anthrax, Ebola) that pose a severe threat to public health.
They mandate rigorous registration, security, and inventory
reporting (CDC, 2017).

Policies for Oversight of Dual-Use Research of Concern
(DURC): The U.S. Government Policy for Institutional
Oversight of Life Sciences Dual-Use Research of Concern
requires institutions to review funded research involving 15
specific agents and toxins for dual-use potential. If DURC is
identified, a risk mitigation plan must be developed (USG,
2012).

Environmental Protection Agency (EPA) & Food and Drug
Administration (FDA): These agencies regulate the
environmental release of genetically engineered microbes and
the development of microbial-based products (e.g., drugs,
vaccines), respectively.

Other countries have their own equivalent agencies and
regulations, such as the Health and Safety Executive (HSE) in
the UK or the European Directives on contained use and
deliberate release of GMOs in the EU.

6. SPECIAL  CONSIDERATIONS: DUAL-USE
RESEARCH OF CONCERN (DURC) AND GAIN-OF-
FUNCTION (GOF)

DURC is defined as life sciences research that, based on current
understanding, could be reasonably anticipated to provide
knowledge, information, products, or technologies that could
be directly misapplied to pose a significant threat to public
health and safety, agricultural crops and other plants, animals,
the environment, or materiel (USG, 2012).

The paradigmatic example is certain Gain-of-Function (GOF)
research on potential pandemic pathogens (PPPs). For instance,
experiments that ferret-adapt influenza viruses to become
airborne-transmissible between mammals sparked intense
debate about whether the perceived benefits for pandemic
surveillance and vaccine development outweighed the inherent
risks (Herfst et al., 2012; Imai et al., 2012; Amadi et al., 2017).

15


https://doi.org/10.54117/exm7zj68

Available: https://doi.org/10.54117/exm7zj68

Managing DURC is a profound challenge. Potential oversight
mechanisms include:

Review at the Funding Stage: Funding agencies can screen
proposals for dual-use potential.

Publication Review: Journals and authors can voluntarily
redact methodologically sensitive details from publications.

Code of Conduct: Educating scientists about the dual-use
dilemma and their responsibilities.

The core tension remains: how to foster the open scientific
exchange necessary for progress while preventing the misuse of
information.

7. EMERGING TECHNOLOGIES AND FUTURE
CHALLENGES
The regulatory framework must continuously adapt to new
scientific frontiers:

Gene Drives: CRISPR-based gene drive systems are designed
to spread a genetic modification rapidly through a wild
population. While promising for combating vector-borne
diseases (e.g., malaria), their potential for irreversible
ecological consequences demands robust international
governance for any contained research or proposed release
(National Academies of Sciences, Engineering, and Medicine,
2016).

Synthetic Biology: The ability to synthesize entire genomes
from scratch (e.g., the synthesis of horsepox virus) lowers the
technical barrier to accessing dangerous pathogens, bypassing
physical control measures like Select Agent rules. This elevates
the importance of screening DNA synthesis orders and
regulating gene synthesis companies (Noyce et al., 2018).

DIY Biology and Citizen Science: The democratization of
biotechnology through community labs raises questions about
how safety and security norms can be effectively extended
beyond traditional academic and industry settings (Garfinkel et
al., 2007).

8. CONCLUSION AND FUTURE DIRECTIONS

The regulation of microbial research is a dynamic and essential
endeavor, balancing the unbridled pursuit of knowledge with
the imperative to protect humanity from catastrophic harm. The
existing tripartite system—grounded in ethics, implemented
through safety and security practices, and enforced by law—
has largely been successful in preventing major accidents or
misuse.

However, the system faces persistent challenges: the
unresolved debate over GOF research, the global inequity in
regulatory capacity, and the relentless pace of technological
change that often outstrips the speed of policy development.

Future efforts must focus on:
1. Promoting a Culture of Responsibility: Ethics education
must be integrated into the training of every life scientist.
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2. Enhancing Global Harmonization: Disparate national
regulations can create dangerous loopholes. Strengthening
international bodies like the BWC and promoting
universal adoption of WHO guidelines is crucial.

3. Developing  Adaptive  Governance:  Regulatory
frameworks must be designed to be flexible and science-
informed, capable of evolving with the science they
oversee.

4. Fostering Public Engagement: Building public trust in
science requires transparent dialogue about the risks and
benefits of powerful technologies like gene editing and
synthetic biology.

Ultimately, effective regulation is not a constraint on scientific
progress but its enabler, providing the structured and secure
environment necessary for innovation to flourish responsibly
for the benefit of all.
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